
603

Office of the Secretary of Defense § 147.15

(4) The person did not voluntarily
commit the act and/or the factors lead-
ing to the violation are not likely to
recur;

(5) Acquittal;
(6) There is clear evidence of success-

ful rehabilitation.

§ 147.13 Guideline K—Security viola-
tions.

(a) The concern. Noncompliance with
security regulations raises doubt about
an individual’s trustworthiness, will-
ingness, and ability to safeguard classi-
fied information.

(b) Conditions that could raise a secu-
rity concern and may be disqualifying in-
clude. (1) Unauthorized disclosure of
classified information;

(2) Violations that are deliberate or
multiple or due to negligence.

(c) Conditions that could mitigate secu-
rity concerns include actions that: (1)
Were inadvertent;

(2) Were isolated or infrequent;
(3) Were due to improper or inad-

equate training;
(4) Demonstrate a positive attitude

towards the discharge of security re-
sponsibilities.

§ 147.14 Guideline L—Outside activi-
ties.

(a) The concern. Involvement in cer-
tain types of outside employment or
activities is of security concern if it
poses a conflict with an individual’s se-
curity responsibilities and could create
an increased risk of unauthorized dis-
closure of classified information.

(b) Conditions that could raise a secu-
rity concern and may be disqualifying in-
clude any service, whether compensated,
volunteer, or employment with: (1) A for-
eign country;

(2) Any foreign national;
(3) A representative of any foreign in-

terest;
(4) Any foreign, domestic, or inter-

national organization or person en-
gaged in analysis, discussion, or publi-
cation of material on intelligence, de-
fense, foreign affairs, or protected
technology.

(c) Conditions that could mitigate secu-
rity concerns include: (1) Evaluation of
the outside employment or activity in-
dicates that it does not pose a conflict

with an individual’s security respon-
sibilities;

(2) The individual terminates the em-
ployment or discontinues the activity
upon being notified that it is in con-
flict with his or her security respon-
sibilities.

§ 147.15 Guideline M—Misuse of Infor-
mation technology systems.

(a) The concern. Noncompliance with
rules, procedures, guidelines, or regula-
tions pertaining to information tech-
nology systems may raise security con-
cerns about an individual’s trust-
worthiness, willingness, and ability to
properly protect classified systems,
networks, and information. Informa-
tion Technology Systems include all
related equipment used for the commu-
nication, transmission, processing, ma-
nipulation, and storage of classified or
sensitive information.

(b) Conditions that could raise a secu-
rity concern and may be disqualifying in-
clude: (1) Illegal or unauthorized entry
into any information technology sys-
tem;

(2) Illegal or unauthorized modifica-
tion, destruction, manipulation or de-
nial of access to information residing
on an information technology system;

(3) Removal (or use) of hardware,
software, or media from any informa-
tion technology system without au-
thorization, when specifically prohib-
ited by rules, procedures, guidelines or
regulations;

(4) Introduction of hardware, soft-
ware, or media into any information
technology system without authoriza-
tion, when specifically prohibited by
rules, procedures, guidelines or regula-
tions.

(c) Conditions that could mitigate secu-
rity concerns include: (1) The misuse was
not recent or significant;

(2) The conduct was unintentional or
inadvertent;

(3) The introduction or removal of
media was authorized;

(4) The misuse was an isolated event;
(5) The misuse was followed by a

prompt, good faith effort to correct the
situation.
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